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1 Motivation

(a) Prior evaluation
Poisoned skill is given to the agent

(b) Realistic multi-skill setting (c) Our setting

Poisoned skill must be retrieved from a large pool Optimize the skill to be retrieved and execute

O User task O User task © User task ‘
9 Analyze and plot 1 @ Analyze and plot h F Analyze and plot —L
the data. the data. the data.
.. O ok 1y
Rout F Victim agen
Poisoned skill ﬁ]:} Victim agent N Q outer Vit gent C)\ Router {1::1} Victim agent
—_— = | -—p 1 Benign skill . = | L
— Executor — — 2 Benign skill TXGCUtE.IA' == { 1 Poisoned skill J —_— Executor
T &> | Z [ [N 3 Benign skill L 74 ! 1 __='° 2 Benign skill "'}:"l
77 r: ] = P =| |= 5 == 3 Benign skill \ =
+ paylggd Payload executed N Poisoned skill - =D )( Not retrieved . : Payload executed
L Skill pool l Skill pool l
(~2,000 skills) v (~2,000 skills)
Payload executes - Payload executes
@ @ No execution @
A User query »
Analyze and plot :E:t Victim agent
the data. | ¢ Attacker (GEPA) Poisoned skill —— ,
’ O\ Router 1 Poisoned skill
A Rank first 2 Benign skill
Benign skill | — | — 3 Benign kil
—* B Run payload </> | |
— | SKILL.nd pay Executor >
Keep rank first SKILL.md =
+ payload Payload executed?

launuas Retrieval + execution feedback — ------ '

Utility judge
— User task — Attacker / injected content r Task completed? ﬁ
Optimize one skill across a cluster of related tasks
Stage A — Retrieval
Optimize skill - Rank #1 by router
!
Stage B — Execution
Start from Stage-A winner — Optimize payload execution
Goal: Retrieved + Executed across the task cluster.
3 Experimental Setup
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Evaluation Metrics

Hit@1 ASR
poisoned skill ranked #1

ranked #1 and payload executes

Utility 4 Naturalism

original user . * injection fits
task completed naturally into the skill

4 Results

B8 Benignskill #® Skilllect ™8 CORSA (ours)

Hit@1 (%) Utility (%) ASR (%) Naturalism
= 0.8 e
= 60 = 2
4{} -
I:--. -—'I‘E_ U-ﬁ =
& 8 30 - -
M 0.4
20 _ _
10 - -8 0.2 1 E-:i
& F B S D 4 e & FAEFHE L NS S S E S S & &
‘Q;J,hb*ﬁf A -§qﬁ* lt;_,""r' L:_..fﬂ F o 1;-.;?".-.5{'5" . _:;_"."r‘ o & & @%ﬁ;ﬁ@‘ f:-?-:?r
& oF T R & oF T R & FEE

Main Results:
CORSA improves Hit@1, ASR and Naturalism over SkilldJect while maintaining
comparable utility.
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Generalization:
CORSA transfers to paraphrases and to new synthetic tasks.

5 Analysis

B8 Task-Wise Optimization W8 Joint Optimization #8 CORSA (ours)
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« Cluster vs. Task-Wise: Optimizing one skill over a task cluster generalizes much better
than optimizing separately for individual tasks.

« Staged vs. Joint Optimization: Stage A — Stage B optimization performs better than
optimizing retrieval and execution jointly.

Bl Training with Stealthiness Reward . CORSA (ours)
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Stealthiness Reward:
Training directly for stealthiness improves Hit@1, but hurts ASR and utility — we evaluate
naturalism post-hoc instead.
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